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���������	���
�����ก� FreeBSD ����ก� Compile Kernel 
 
 �%+,����-��-�./�	

�(�
�-�ก�� FreeBSD ���01 "���ก-�� 2����1	3�2 GENERIC kernel =>,/ FreeBSD 
�-�#�%3�2?&2 "�� GENERIC Kernel ��.�1	��21�ก Hardware 1�����%�ก ���?&2 Server F�/���-2�/-��1��
 
Hardware �G��!�+,�/ Server F�/���%#�	3�
2�/ ��#��� �?�ก�� boot �	

 �#ก��./-2�/?�2&�G��!��%1��& �ก?�
ก�����/����/ก G�����%!�� �����%��K���ก�� Compile Kernel ?&%G?&2�&%�	�%ก�
 Hardware F�/���3�2 
 ?�ก�� Compile Kernel ?�
��#.1	��O���#�/ก�����,%!��%��%��K?&2ก�
�	

�(�
�-�ก�� FreeBSD 
?&2��%��K���/����O� Gateway ?&2ก�
 Network �G��F�/�����,�!+�?&2 FreeBSD server F�/������&�2��#,��O� 
NAT (Network Address Translation) � 	 Firewall 

!�"#�$#ก� Compile Kernel 
1. �%+,�-��-��-�./���3�2� +�ก src 3�2� 2� ?&2����F2�3��#,�ก0
 GENERIC Kernel � 2����ก�� copy 

GENERIC Kernel ��O� �+,� Kernel F�/��� ��G� GATEWAY 
 
#cd /usr/src/sys/i386/conf 
#cp GERNERIC GATEWAY 
 

 
 2. -��1��
 CPU F�/����G� ��O� Class ?� "��?�2!����,/ 
 
#dmesg | grep CPU 
 

1	3�2^  ��*���/'�� ��,�!+� 686-class CPU  

 
 
 3. �%+,�-��1��
 CPU � 2�?&2������ก���ก23F3c � Kernel F�/��� 
 
#ee GATEWAY 
 

 
 4.?�3c � GATEWAY ?&2�ก23F 
�����-G�3��#. 

ก�$#�ก�%! &'���ก�%! 
machine         i386 
cpu             I486_CPU 
cpu             I586_CPU 
cpu             I686_CPU 
ident           GENERIC  

machine         i386 
#cpu            I486_CPU 
#cpu            I586_CPU 
cpu             I686_CPU 
ident           GATEWAY 
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 5. ?�3c ���#��ก�� ?&2������ก�����,% options -G�/ f -G�3��#. กG�� options ���%�#,%#���G� 2� ��+,�?&2 
Kernel F�/��� ���/����O� NAT � 	 Firewall ��%��./ ���,% options QUOTA ��+,�?&2�����%��K1��ก��1��ก��
F����+.��#,?&2 user ?� server ?�2/��-�%"!�-� ?�'��& �/ 
 
options  IPFIREWALL 
options  IPFIREWALL_FORWARD 
options  IPFIREWALL_DEFAULT_TO_ACCEPT 
options  IPFIREWALL_VERBOSE 
options  IPFIREWALL_VERBOSE_LIMIT=100 
options  IPDIVERT 
options  QUOTA 
 

 
 6. ?&2���ก�� Save 3c �"��ก��ก� Ctl + C � 2���%�� exit ��+,���ก%��#, prompt F�/ �	

& �/1�ก
��.�?&2���ก�� config Kernel �#,���3�2�ก23F� 2� "��?�2!����,/��/�#. 
 
#config  GATEWAY 
 

1	3�2^ ��/�#. 
 
Kernel build directory is ../compile/GATEWAY 
Don't forget to do a ``make depend'' 
 

 
7. ?&2����F2�3����ก�� compile kernel � 	-��-�./ "��?�2!����,/ 

 
#cd  ../compile/GATEWAY 
#make cleandepend ; make depend 
#make ; make install clean 
 

 
 8. ?&2������ก�� reboot �	

?&%G 
 
#reboot 

&�+���11	?�2!����,/-G�3��#.���ก03�2 ��/�ก- –r  =  reboot , -p = power off 

#shutdown –r now 
 

 
 9. -��1��
�	

�G� boot �2�� Kernel ?&%G�#,�+,� GATEWAY &�+�3%G 
#uname –a 

-2�/3�2^ ��/�#. 
FreeBSD demo.aru.ac.th 5.4-RELEASE FreeBSD 5.4-RELE ASE #0: Sun Apr 15 
14:04:19 ICT 2007     
root@demo.aru.ac.th:/usr/src/sys/i386/compile/ GATEWAY  i386 
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 Fp	�#.���3�2 Kernel ?&%G�#,��/��
ก����� NAT � 	 Firewall � 2���%K>/��%��K1��ก�� QUOTA 
?&2ก�
 user 
� server �-G 	!�3�2� 2� �-G Server 1	��/3%G���/����O� NAT � 	 Firewall 1�ก�G����1	config 
?&2 server ���/��-�%�#,���-2�/ก�� 

?&2������ก�� config !G�-G�/ f �& G��#. ?�3c � /etc/rc.conf ���,%�-�% "��%#��/��/� +�ก �#���/��
�&%+��ก�� 
 
#ee /etc/rc.conf 
 

(�)'*$ก(+, 1 ���,%
�����-G�3��#. 
 
firewall_enable=”YES” 
firewall_type=”OPEN” 
firewall_quite=”YES” 
natd_enable=”YES” 
natd_interface=”rl0” 
natd_flags=”-s –u -m” 
 

&�*$ (�)'*$ก(+, 2 ���,%
�����-G�3��#. 
 
firewall_enable=”YES” 
firewall_type=”OPEN” 
firewall_quite=”YES” 
natd_enable=”YES” 
natd_flags="-f /etc/natd.conf" 
 

� 	��2�/ 3c � /etc/natd.conf  ���,% "��%#F2�!��%�#.���G?�3c � 
 
interface rl0 
use_socket yes # -s 
same_ports yes # -m 
unregistered_only yes # -u 
 

&/�)&�0 : rl0 3*$ LAN Card (+,��$ก�� internet 
 
"��-2�/%#
������#.���G�2��
�?�3c � /etc/rc.conf กG��&�2��#. 
 
gateway_enable=”YES” 
 

��+,�?&2 server F�/��� ���&�2��#,��O� gateway F�/ network 3�2��G�/�%
��p� 
 
 ?&2���ก�� reboot server �#ก!��./ � 2�?&2 �/?�2!����,/ 
 
#ipfw show 
 

��+,�-��1��
ก����� NAT =>,/ Firewall 1	��%?&2�)ก package �#, �F2� - ��ก �!�+,�/ �กFG�� Ĝ����/ 
NAT Server -���#.3�2 =>,/1	3�2^ ! 2���

�#. 
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00050  505  57856 divert 8668 ip from any to any vi a rl0 
00100   12   1008 allow ip from any to any via lo0 
00200    0      0 deny ip from any to 127.0.0.0/8 
00300    0      0 deny ip from 127.0.0.0/8 to any 
65000  639  77505 allow ip from any to any 
65535    0      0 allow ip from any to any 
 

 
��+,�?&2�F2�?1?�ก����� NAT ��.�1	F��*�
�����,%�-�%��/�#. 

 
 

1�ก������/�!�+�FG���2��
� ?�3c � /etc/rc.conf 1	%# �ก�p	! 2����/�#. 
 
gateway_enable="YES" 
hostname="demo.aru.ac.th" 
ifconfig_rl0 =”inet 172.28.5.11  netmask 255.255.0.0” 

ifconfig_rl1 =”inet 192.168.100.254    netmask 255.255.255.0” 

 

"�� rl0 !+� LAN Card ?
��ก �#,?�2-G�3���/�!�+�FG�� internet �G�� rl1 ��.� 1	��O� LAN Card �#,-G�ก�

�!�+�FG��'��?�F�/��� ��./�#.&�ก Card LAN F�/���3%G?�G�#,&2� Realtek 1	3%G?�G�+,� rl "����11	��O��+,��+,� ?&2
 �/?�2!����,/-G�3��#. -��1��
�� 
#ifconfig  1	3�2^ ! 2�� f �

�#. 
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-����G�/�&�� Card LAN �#,�
3�2
G�� ��G�  
de  # DEC/Intel DC21x4x (“Tulip”) 
em  # Intel PRO/1000 adapter Gigabit Ethernet Card (“Wiseman”) 
txp  # 3Com 3cR990 (“Typhoon”) 
vx  # 3Com 3c590, 3c595 (“Vortex”) 
dc  # DEC/Intel 21143 and various workalikes 
fxp  # Intel EtherExpress PRO/100B (82557, 82558) 
pcn  # AMD Am79C97x PCI 10/100 NICs 
rl  # RealTek 8129/8139 
sf  # Adaptec AIC-6915 (“Starfire”) 
sis  # Silicon Integrated Systems SiS 900/SiS 7016 
ste  # Sundance ST201 (D-Link DFE-550TX) 
tl  # Texas Instruments ThunderLAN 
tx  # SMC EtherPower II (83c170 “EPIC”) 
vr  # VIA Rhine, Rhine II 
wb  # Winbond W89C840F 
xl  # 3Com 3c90x (“Boomerang”,”Cyclone”) 
bge  # Broadcom BCM570x (“Tigon III”) 

 

DHCP Server  
 Dynamic Host Configuration Protocol ��O� protocol �#,?�2?�ก��ก��&�� IP address ?&2ก�
�)�ก�p�
&�+��!�+,�/!�%����-���?��!�+�FG���

 dynamic =>,/ก��ก��&�� IP Address �

 dynamic �#. �)�ก�p�&�+�
�!�+,�/!�%����-���1	3�2��
 IP address �#,�-ก-G�/ก��3�?��-G 	!��./�#,��+,�%-G�%���/�!�+�FG�� �-G DHCP ก0��/
��%��Kก��&�� IP Address �

 static IP address 3�2��G�ก�� 

 
 
!�"#�$#ก������"�  
 ?�ก��-��-�./�#. ���1	���ก��-��-�./ Ĝ�� ports F�/ FreeBSD "��K2�&�ก��/3%G�!� copy 3c � 
f54distfiles.tar.gz 1�ก� Ĝ� CD ก0?&2���ก�� copy 3c � f54distfiles.tar.gz 1�ก� Ĝ� CD �#,�-�#�%?&2 3��ก0
3�2�#, 
/usr/ports/distfiles/ � 	�%+,� copy ��#�
�2��� 2� 1>/!G���-ก3c � ��/ก G����ก%� ��/�#. 
 
#cd  /usr/ports/distfiles/ 
#mount  /cdrom 
#cp  /cdrom/f54distfiles.tar.gz  ./ 
#umount  /cdrom 
#tar  -zxvf  f54distfiles.tar.gz 
#rm  f54distfiles.tar.gz 
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 1. ?&2�F2�3��#, ports F�/ DHCP � 2����ก��-��-�./ 
 
#cd  /usr/ports/net/isc-dhcp3-server/ 
#make  ;  make install 
#rehash 
 

?�ก��-��-�./�%+,��ก�� Dialog K�% ก��-��-�./ ?&2ก� tab %��#, OK � 2�1>/ Enter ��+,����/��-G� 
 

 2. �%+,�-��-�./���01?&2�ก23F3c � /usr/local/etc/dhcpd.conf 
 
#ee /usr/local/etc/dhcpd.conf 
 

 
 3. ���,%�-�%F2�!��%-G�3��#.?�3c � dhcpd.conf ("���2�/��/ก����+,�%-G�1�ก����!�+�FG���2��
�) 
 
option domain-name “aru.ac.th”; 
option domain-name-servers 202.29.62.7 , 172.16.1.2 ; 
default-lease-time 86400; 
max-lease-time  172800; 
authoritative; 
ddns-update-style  ad-hoc; 
log-facility  local7; 
subnet  192.168.100.0  netmask  255.255.255.0{ 
 range  192.168.100.11 192.168.100.200; 
 option  subnet-mask 255.255.255.0; 
 option  broadcast-address 192.168.100.255; 
 option  routers 192.168.100.254; 
} 
 

 
 4. &�ก-2�/ก�� Fix IP address ?&2ก�
!�%����-��� �กFG���!�+,�/?����-2�/���
 MAC Address  F�/ 
LAN Card F�/!�%����-����!�+,�/��.� ?&2������,%F2�!��%! 2��-����G�/-G�3��#.�F2�3�?�3c � dhcpd.conf �2�� 
��G� 
 
host r31119c01{ 
        hardware ethernet 00:14:85:52:f3:d2; 
        fixed-address 192.168.100.1; 
} 
 

 
 5. ?&2 DHCP server ���/�� 
 
#dhcpd  –q  & 
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 6. ?&2���,%
�����-G�3��#.?�3c � /etc/rc.conf ��+,�?&2 DHCP ���/���)ก!��./�#, boot �!�+,�/?&%G 
 
dhcpd_enable="YES"        # dhcpd enabled? 
dhcpd_flags="-q"          # command option(s) 
dhcpd_conf="/usr/local/etc/dhcpd.conf"  # configura tion file 
dhcpd_ifaces="rl1"        # ethernet interface(s) 
dhcpd_withumask="022"     # file creation mask 
 

 
 7. &�ก-�./!G�-G�/f -�%-����G�/�#. &�ก�!�+,�/ �กFG���#,��+,�%-G�ก�
 switch ก01	3�2��
 IP Address "��
��-"�%�-� ��%K>/!G� subnet mask , DNS ��+,�?�2?�ก����+,�%-G�����-�����0--G�3� 
 
 

Proxy Server &�*$ Cache Server 
 Proxy server !+� server �#,ก�.����G-�/ก �/�	&�G�/ workstation ก�
 Internet ���&�2��#,��O� web 
caching :=>,/ proxy server ��11	��O�-����#��ก�
 gateway server �#,���&�2��#,��ก�!�+�FG��'��?��/!�ก�1�ก
�!�+�FG��'����ก 
 "���ก�%�#,?�2?�ก����� caching !+�"���ก�% Squid (http://www.squid-cache.org) �������,� Stable 
�{11)
��3�2�กG http://www.squid-cache.org/Versions/v2/2.6/squid-2.6.STABLE12.tar.gz �-G?�ก��-��-�./
���1	?�23c �1�ก� Ĝ� config �#, �-�#�%3�2?&2 ��O��������,� squid-2.5.STABLE11 !+� 3c �  squid-
2.5.STABLE11.tar.gz 
 
ก������"� Squid-Cache 
 1. ?&2���ก�� copy 3c � squid-2.5.STABLE11.tar.gz 1�ก� Ĝ� CD 3�3�2��/ Directory /tmp 
 
#cd  /tmp 
#mount /cdrom 
#cp  /cdrom/proxy/squid-2.5.STABLE11.tar.gz  ./ 
#umount  /cdrom 
 

 
 2. ?&2�-ก3c ��#, copy %�1�ก CD � 	���ก��-��-�./ ��/�#. 
 
#tar  -zxvf  squid-2.5.STABLE11.tar.gz 
#cd squid-2.5.STABLE11 
#./configure --enable-delay-pools --enable-basic-au th-helpers="NCSA" 
#make all ; make install 
#rehash 
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 3. ��2�/ logs 3c ���+,�?�2?�ก���ก0
 log ก���F2�����
F�/�!�+,�/ �กFG�� 
 
#cd /usr/local/squid/var/logs/ 
#touch access.log 
#touch store.log 
#touch cache.log 
#chmod  777  *.log 
 

 
 4. ��2�/ Directory 3�2�ก0
��
-G�/ f �#,�!�+,�/ �กFG���F2�3���%� 
 
#cd /usr/local/squid/var/ 
#mkdir cache 
#chmod -R 777  cache 
 

 
 5. �ก23F config 3c �F�/"���ก�% squid 
 
#cd  /usr/local/squid/etc/ 
#ee squid.conf 
 

"��?&2�ก23F
�����-G�3��#. 

������#,%# #  http_port 3128 (3%G-2�/�ก2)  (��	%�p
������#, 53) 
?&2���,%
������#.�F2�3� http_port  8080 
 

����� # cache_dir ufs /usr/local/squid/var/cache 100 16 256 ?&2 copy /%� �#ก 1 
������ 2�

1>/�ก2��O� cache_dir ufs /usr/local/squid/var/cache 4096 16 256 
 

�#,
�����-G�3��#. (��	%�p 1832)?&2��%�����ก
����� ��/-����G�/�F2�3� (IP address ��1�ก�!�+�FG��
�#,�����ก�

3�2) 

acl localhost src 127.0.0.1/255.255.255.255 (F�/�กG�) 
acl mynet src 192.168.100.0/24   (���,%
������#.) 
acl to_localhost dst 127.0.0.0/8   (F�/�กG�) 

 
 ?&2 squid ��%?&2�!�+,�/ �กFG���#,%�1�ก mynet ��ก��G����-�����0-3�2 
#acl our_networks src 192.168.1.0/24 192.168.2.0/24 (F�/�กG�) 
#http_access allow our_networks    (F�/�กG�) 
http_access allow mynet     (���,%
������#.) 
# And finally deny all other access to this proxy  (F�/�กG�) 
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 �#,
�������	%�p 2287 ?&2���,%�G��F�/ก����� Transparent proxy ��/�#. 
httpd_accel_host virtual 
httpd_accel_port 80 
httpd_accel_with_proxy on  
httpd_accel_uses_host_header on  

 
 & �/1�ก��.�?&2���ก�� save 3c � ��+,����/��-G� 
 
 6. ��2�/"!�/��2�/ก���ก0
F2�%� F�/ squid 
 
#cd /usr/local/squid/sbin/ 
#./squid –z 
 

 
 7. ��,/?&2 squid ���/�� 
 
#/usr/local/squid/bin/RunCache & 
 

 
8. ?&2���,% ก� F�/ firewall -G�3��#. ��+,�?&2 �กFG����%��K?�2 internet 3�2 

 
#ipfw add 1301 fwd 172.28.5.11,8080 tcp from 192.168.100.0/24 to any 80 
 

 
 9.  �/?�2�!�+,�/ �กFG���F2�����-�����0-�� � 2�?�2!����,/-G�3��#.-��1��
ก�����/��F�/ Squid Proxy 
 
#tail -f /usr/local/squid/var/logs/access.log 
 

 
 10. &�ก%#ก���ก23F!G� config F�/ squid ?&2?�2!����,/-G�3��#.��+,�?&2 squid ���/��-�%ก�� config !G�
?&%G 
 
#/usr/local/squid/sbin/squid –k reconfig 
 

 
 11. ���,%!��%�	��ก?�ก����#�ก?�2 squid 1�ก directory ?�ก03�2 
 
#cd /usr/sbin/ 
# ln -s /usr/local/squid/sbin/squid squid 
# rehash 
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 12. ?&2 squid ���/���)ก!��./�#,�����!�+,�/ � 	���/����O� Transparent Proxy "��ก���F2�3��ก23F3c � 
/etc/rc.local ��%��F2�!��%-G�3��#. /3�(!����,/1�กF2� 7 � 	 8) 
 
ipfw add 1301 fwd 192.168.100.254,8080 tcp from 192.168.100.0/24 to any 80 
/usr/local/squid/bin/RunCache & 

 

 Fp	�#.���3�2 Proxy server �#,���/����O� Transparent Proxy � 2� ��,/�#,���-2�/���-G�3� !+� 
 

13. ก�� clear cache F�/ proxy =>,/%#F�.�-����/�#. 
       13.1 ?&2��2�/3c ��#,�+,��G� squid.sh 3�2?� /root  ��+,�?�2?�ก�� start / stop squid 
 
#cd /root/ 
#ee squid.sh 
 

?&2��%��F2�!��%�& G��#. /3�?�3c � 
 
#!/bin/sh 
case "$1" in 
start) 
if [ -f /usr/local/squid/bin/RunCache ]; then 
echo -n 'starting Squid ...' 
(/usr/local/squid/bin/RunCache &) 
fi 
;; 
stop) 
kill -9 `ps ax | grep RunCache | awk '{print $1}'`;  
/usr/local/squid/sbin/squid -k shutdown; 
;; 
*) 
echo "squid.sh stop|start" 
;; 
esac 
exit 0 
 

�%+,���%�����01� 2�?&2���ก�� save � 	�� #,�� permission 3c � ��+,�?&2 shell script -���#. ���/��3�2 
 
#chmod 755 squid.sh 
 

?�ก����#�ก?�2/�� ?&2�����/�#. 
#cd /root/ 
#./squid.sh  stop 

��+,� stop squid process 
#./squid.sh  start 

��+,� start squid process 
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      13.2 ?&2���ก�� Clear Cache � 	��2�/?&%G��/�#. 
 
#cd /root/ 
#./squid stop 
#cd  /usr/local/squid/var/logs/ 
#rm *.log 
#touch access.log cache.log store.log 
#chmod 777 *.log 
#cd /usr/local/squid/var/ 
#rm  –rf  cache/ 
#mkdir  cache 
#chmod -R 777 cache 
#/usr/local/squid/sbin/squid –z 
#cd /root/ 
#./squid.sh  start 
 

 
 14. ก�� Block ��
-2�/&2�% 

?�3c � /usr/local/squid/etc/squid.conf ?&2���,%�-�%
������#,���G?�ก��
  /3��	&�G�/
������#,���G
��กก��
��/-����G�/-G�3��#. 
. . . . . . . . . . . . . . . .  
acl Safe_ports port 488 # gss-http 
acl Safe_ports port 591 # filemaker 
acl Safe_ports port 777 # multiling http 
acl CONNECT method CONNECT 
 
 
acl porn url_regex “/usr/local/squid/etc/porn.block .txt” 
http_access deny porn all 
 
acl bannedsites url_regex “/usr/local/squid/etc/ban ned.block.txt” 
http_access deny bannedsites all 
 
acl blocked_sites url_regex www.xxx.com 
acl blocked_sites url_regex www.yyy.com 
acl blocked_sites url_regex www.zzz.com 
http_access deny blocked_sites  
 
 
#  TAG: http_access 
#       Allowing or Denying access based on defined  access lists  

. . . . . . . . . . . . . . . .  
� 2�1>/3���2�/3c � /usr/local/squid/etc/porn.block.txt =>,/�ก0
����+,���
3=-�-2�/&2�% � 	3c � 

/usr/local/squid/etc/banned.block.txt ��G�-����G�/ 
www.xxx.com 
www.porn.com 
www.sex.com 
&%���&-) : �)ก!��./�#,�ก23F 3c ��#,�ก#,��F2�/-2�/ stop / start squid ?&%G "����11	?�2!����,/ reconfig ก03�2 

#/usr/local/squid/sbin/squid –k reconfig 
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ก����� FreeBSD �����ก��  ����� 

 
 

�����ก����
��ก��� 	��!"�" �#�������$ %&������ �����'�(��	�!�$�#��)*�� 

 

 15. Block 3%G?&2 Download 3c � ��G� 3%G?&2 download 3c � .mpg , .zip , exe , .wma ��O�-2� ?&2
�ก23F3c � /usr/local/squid/etc/squid.conf ���,%�-�%-G�1�ก�G���#,� 2� 
 
acl download url_regex -i \.mpg$ 
acl download url_regex -i \.zip$ 
acl download url_regex -i \.exe$ 
acl download url_regex -i \.wma$ 
acl download url_regex -i \.torrent$  
http_access deny download 
 
 

&%���&-) : �)ก!��./�#,�ก23F 3c ��#,�ก#,��F2�/-2�/ stop / start squid ?&%G "����11	?�2!����,/ reconfig ก03�2 
#/usr/local/squid/sbin/squid –k reconfig 

 
 16. ��,/?&2 squid Clear Cache �

��-"�%�-� 
       16.1 ?&2��2�/ clrproxy.sh 3�2�#, /root "��%#��� 	��#����/�#. 
 
kill -9 `ps ax | grep RunCache | awk '{print $1}'` 
/usr/local/squid/sbin/squid -k shutdown 
sleep 3 
cd /usr/local/squid/var/logs/ 
rm access.log 
rm cache.log 
rm store.log 
touch access.log cache.log store.log 
chmod 777 access.log 
chmod 777 cache.log 
chmod 777 store.log 
sleep 3 
rm -rf /usr/local/squid/var/cache 
sleep 15 
mkdir /usr/local/squid/var/cache 
chmod -R 777 /usr/local/squid/var/cache 
/usr/local/squid/sbin/squid -z 
sleep 15 
/usr/local/squid/bin/RunCache & 
echo "OK!" 
 

 
 16.2 �ก23F /etc/crontab "�����,%
������#.-G��2��F�/���% 
 
0 0 15,30 * * root   /root/clrproxy.sh 
 

�	

1	���ก�� Clear Cache ?&2�)ก����#, 15 � 	����#, 30 F�/�)ก��+�� ?��� � ��#,�/!+� 
 
 
 
 


