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USuusvssuuliianas FreeBSD sran15 Compile Kernel

Lﬁﬂmﬁmﬁyaswuuﬁﬁﬁms FreeBSD 1a52 Tnaun@iuada1519¢ld GENERIC kernel @
FreeBSD 1a3aul31% Taa GENERIC Kernel {uaz§d¥n Hardware shuluunn vinli Server waaisn
fiagmsramau Hardware 31ta3as Server wadisfiarlsting 1&ananlunis boot svuu dnodasld
niraaIudndnlunistrorusienanaaumls 1s1aru1saiinis Compile Kernel Tusildinuneau
ffu Hardware wadts16

Tun1s Compile Kernel Tuunilazifluiiasnisiinainuainisalidussuuufiidinas FreeBSD
Wiarursairouiflu Gateway Widu Network tiazuasisiu@dalin FreeBSD server wastsavinuting
1flu NAT (Network Address Translation) iaz Firewall

Hunaunis Compile Kernel
1. Janaudndasléidan src 15udn s dinlufiiiu GENERIC Kernel w&%1n1s copy
GENERIC Kernel 1flu &a Kernel @asi51 1aiu GATEWAY , PROXY a4 Tufithisnosl4da PROXY

#cd /usr/src/sys/i386/conf
#cp GERNERIC PROXY

o

2. ms79dau CPU wags13n iflu Class 1o Tealddndo

#dmesg | grep CPU

Aglenadndsionw ufa 686-class CPU

proxy# dmesg i grep CPU

CPU: Intel(R) Celeron(R) CPU 2.88GHz (28689.11-MHz 686-class CPU)
cpuB: <ACPI CPU> on acpiBh

acpi_throttleB: <ACPI CPU Throttling> on cpuB

CPU: Intel(R) Celeron(R) CPU 2.88GHz (2889.71-MHz 686-class CPU)
cpuB: <{ACPI CPU> on acpiB
acpi_throttleBd: <ACPI CPU Throttling> on cpuB

proxy# |

3. fansraaau CPU wdiWisavinasudlalng Kernel aadisn

#ee PROXY

4§ PROXY WinaAla ussvinsaluil

AaunAla wagLila
machine i386 machine i386
cpu 1486_CPU #cpu 1486_CPU
cpu 1586_CPU #cpu 1586_CPU
cpu 1686_CPU cpu 1686_CPU
ident GENERIC ident PROXY

5. WlWdidedu Wilsvinnisiiiu options sine q saluil dau options LAufdiagudn 1alu
Kernel aagtsn ¥ronwiiu NAT wax Firewall s2ui0 1fiu options QUOTA Waldisraiuisadanisg
finuuraiudiln user Tu server Ioun1uTaInn lunnands wia i

options DUMMYNET

options HZ=1000
Walsaiunsald Dummynet TJunnsdanissiuus bandwidth TAulA3atinasing q Adausiald
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options IPFIREWALL
options IPFIREWALL_FORWARD
options IPFIREWALL_DEFAULT_TO_ACCEPT
options IPFIREWALL_VERBOSE
options IPFIREWALL_VERBOSE_LIMIT=120
options IPDIVERT

6. 1¥i1n1s Save lwdlnanisna Ctl + C udfiud exit \Waaanu prompt uas seuunds
t9 v o . P P ¥ v o o o &
ntuldiinns config Kernel AsnlaiuAlundr TaalddFostofl

#config PROXY

P v X
e ldnasadl

Kernel build directory is ../compile/PROXY
Don't forget to do “make cleandepend; make depend”

7. Wsndinluknnns compile kernel wazdings Taald@d1ds

#cd ../compile/PROXY
#make cleandepend ; make depend

#make ; make install clean

8. 1¥s1%i1n1s reboot seuulng

#reboot

- v o & . =1 @V v o
n3aa7vz ld A Fesialufununlsl doune —-r = reboot , -p = power off
#shutdown -r now

9. MsI9FaUSzULII boot ¢aa Kernel Tuifida PROXY wiali

#uname -a

Faldnamaney q wuuil
FreeBSD proxy.intra.net 6.3-RELEASE FreeBSD 6.3-RELEASE #0: Thu Apr 25 14:04:19 ICT
2008 root@proxy.intra.net:/usr/src/sys/i386/compile/PROXY i386

& 1% o o ° . Y : o )
ausiis1 e Kernel Tuifisasdunisiin NAT war Firewall wdn we Server azfaliinienu
<, . . . 0% o v X
tflu NAT wag Firewall aunints1ae config 19 server vinsnusiafl
9 o . . . & I'e P a
Wis1vinns config @16ine o walt TulWé Jetc/rc.conf tuLfiu

#ee /etc/rc.conf
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j

a o . &
WNUssvinsialud

firewall_enable="YES"
firewall_type="OPEN"
firewall_quite="YES"”
natd_enable="YES"
natd_interface="rl0"
natd_flags="-s -u -m”

wutag : 0 #a LAN Card #isiadu internet

v P o . & C < iSO va o oo o
Toudiasfiussviasialudl agdruunululwd /ete/re.conf unnluiTARuML AN 1Y

gateway_enable="YES"

Wiali server wagisn vintin?iiliu gateway was network ‘leatinsauysal

Wiinn1s reboot server anady walaaslE@nds

#ipfw show

wWansvdaun1syin NAT &g Firewall azaaulvivn package # 41 - aan 1A309gNaTE WU
v Xy = ¥ ¥ &
719 NAT Server ¢aiile Foavldnamaawuud

00050 505 57856 divert 8668 ip from any to any via rl0
00100 12 1008 allow ip from any to any via lo0

00200 0 0 deny ip from any to 127.0.0.0/8
00300 0 0 deny ip from 127.0.0.0/8 to any
65000 639 77505 allow ip from any to any
65535 0 0 allow ip from any to any

Py v o o & a a a o X
WaldidinlaTunisia NAT duazuaaiuraiinifiusiod

Client 2

192,168.15.2

Proxy Server

A e o I o &
nguuana3atnafuuu IuIna Jetc/re.conf asfidnuauzadnadoil

TR
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gateway_enable="YES"

hostname="proxy.intra.net"

ifconfig_rl0="inet 192.168.0.2 netmask 255.255.255.0"
ifconfig_rl1="inet 192.168.15.254 netmask 255.255.255.0"

Tee rl0 #a LAN Card Tuwsn Aldsialusioin3aaing internet 3w rl1 1w a=1flu LAN Card
a0 W - . ¥ X . [P . s
fsiaffuiedazinanaluuacst Metlnnn Card LAN «wadgs1lildivia Realtek a¢lul%%a rl Tazataae

udadu Waaldddesialuil asramaug
. . ¥ v &
#ifconfig azlémamdnea q wuuil

devo# ifconfig

IncBA: flags=188843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1588

i‘ inet 172.28.5.11 netmask BxffffHBAA broadcast 172.28.255.255
inet6 fe8B::28c:29ff:fed?:aBdB%1ncBA prefixlen 64 scopeid Bx1
ether BA:Ac:29:d47:aB:d8

Incl: flags=188843<UP, BROADCAST, RUNNING, SIMPLEX, HULTICAST> mtu 1588
inet 192.168.188.254 netmask BxffffffA@ broadcast 192.168.188.255

.‘k inetb feBB::28c:29ff:fed?:abBe2%Ilncl prefixlen 64 scopeid Bx2
ether HA:Bc:29:d47:aB:e?

plipB: flags=188818<POINTOPOINT, SIMPLEX, MULTICAST> mtu 1588

loB: flags=8849<UP, LOOPBACE, RUNNING, MULTICAST> mtu 16384
inet 127.8.8.1 netmask BxffHBBBE8H
inetb ::1 prefixlen 128
inet6 fe8B::1%1o8 prefixlen 64 scopeid Bxd4

¢hatnesia Card LAN #iwu'léias tau

de # DEC/Intel DC21x4x (“Tulip”)

em # Intel PRO/1000 adapter Gigabit Ethernet Card (“Wiseman”)
txp # 3Com 3cR990 (“Typhoon”)

VX # 3Com 3c¢590, 3c595 (“Vortex”)

dc # DEC/Intel 21143 and various workalikes

fxp # Intel EtherExpress PRO/100B (82557, 82558)
pcn # AMD Am79C97x PCI 10/100 NICs

rl # RealTek 8129/8139

sf # Adaptec AIC-6915 (“Starfire”)

sis # Silicon Integrated Systems SiS 900/SiS 7016
ste # Sundance ST201 (D-Link DFE-550TX)

tl # Texas Instruments ThunderLAN

tx # SMC EtherPower II (83c170 “EPIC")
vr # VIA Rhine, Rhine II

wb # Winbond W89C840F

x| # 3Com 3c90x ("Boomerang”,”Cyclone”)

bge # Broadcom BCM570x ("Tigon III")

Proxy Server w3a Cache Server

Proxy server #a server fiduatinsenanasening workstation fu Internet vinutinfidiu web
caching :®s proxy server anaaziflugfiaddu gateway server fivinutiriuania3acinantaluasdng
MNLAZatNEANEUAN

Tusunsuiildlunisvin caching @alusunsy Squid (http://www.squid-cache.org)

n1sney Squid-Cache
1. Wikn1s copy W4 squid-2.6.STABLE18.tar.gz a1 nuww CD 11148 Directory /tmp
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#cd /tmp

#mount /cdrom

#cp /cdrom/proxy/squid-2.6.STABLE18.tar.gz ./
#umount /cdrom

9 =i ° a ¢ o X
2. WuanInd?f copy w1910 CD waviinis@iage ol

#tar -zxvf squid-2.6.STABLE18.tar.gz

#cd squid-2.6.STABLE18

#./configure --prefix=/usr/local/squid --enable-removal-policies=heap --enable-delay-pools
--enable-snmp --enable-arp-acl --enable-basic-auth-helpers="NCSA"

#make all ; make install

#rehash

3. @519 logs ludialdTlunnsiiu log n1sidinguiuaasiaiasgnaing

#cd /usr/local/squid/var/logs/
#touch access.log

#touch store.log

#touch cache.log

#cd /usr/local/squid/var/
#chmod -R 777 logs/

4. @49 Directory 1iAuIueng 9 Aasasgnainaidinlugul

#cd /usr/local/squid/var/
#mkdir cache
#chmod -R 777 cache

5. ufila config TWduaslusunsu squid

ok Y EaaanlWd squid.conf 11 nuEL cdrom (/cdrom/proxy/config/squid.conf20080404)
#cd /usr/local/squid/etc/
#ee squid.conf

Toaludlaussvindaludl (fumissng 9 gainluddatng)
ussvia http_port 3128 TunTailu
http_port 8080 (Uszanouussvind 998)

ussvin # cache_dir ufs /usr/local/squid/var/cache 100 16 256 1% copy asun @n 1 ussiie
waITouAdu
cache_dir ufs /usr/local/squid/var/cache 500 16 256 (Uswwmussﬁmﬁ 1903)

Winussiiasialuiliial cache fusvandamuindu
memory_replacement_policy heap GDSF (U’izmmmsﬁmﬁ 1711)
cache_replacement_policy heap GDSF (Uszunauussvinil 1754)
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Wuussvinsialufidald svuuatu Username ynadodiidinldaunasidia
(Uszunauussvindt 280 1fuguly)
auth_param basic program  /usr/local/squid/libexec/ncsa_auth  /usr/local/squid/etc/passwd
auth_param basic children 5
auth_param basic realm Some School proxy-caching web server
auth_param basic credentialsttl 1 hours
auth_param basic casesensitive off

Winussiiasialuiliials proxy 814 username password mnm%aa@mhﬂﬁLﬂﬁﬁmmnm%a
ainafifinue (Ussunnussvindl 608)
acl auth_users proxy_auth REQUIRED
acl schoolnet src 192.168.15.0/255.255.255.0

acl bansites url_regex "/usr/local/squid/etc/bansites.ixt"
http_access deny bansites
deny info http://192.168.15.254:81/bansites.html  bansites

acl block url_regex "/usr/local/squid/etc/block.txt"
http_access deny block all

acl worktime time SMTWHFA 08:30-12:00 13:00-16:45
acl LTA url_regex "/usr/local/squid/etc/Ita.txt"
http_access allow !worktime LTA

http_access deny worktime LTA

druiiiuiivalisruuaauTi user 7ld password gnéiavdinTderuduinasidale
http_access allow auth_users
http_access allow schoolnet

#delay-pools##

acl my_local url_regex -i 192.168.15.

acl my_unlimit time SMTWHFA 08:00-18:00

acl my_download url_regex "/usr/local/squid/etc/delaylists.txt"
delay_pools 2

delay class 1 2

delay parameters 1 -1/-1 -1/-1

delay_access 1 allow my_local

delay_access 1 allow !my_unlimit

delay_access 1 deny my_unlimit

delay class 2 2

delay_parameters 2 512000/512000 20000/20000
delay_access 2 allow my_download

fiussvie Useunow 3639 THldieSasuune # niiiussvia AlA1IN
snmp_access allow snmppublic mrtg

flussiin Useunas 1693 1Waiau cache_mem 500 MB iflu
cache_mem 8 MB

ndoanituliiinnns save Wé wariisnusia
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6. WuAIuazaInlun1sisand squid a1n directory Tailé

#cd /usr/sbin/
#In -s /usr/local/squid/sbin/squid squid
#rehash

7. @519laseadronisiiudiayauas squid Tu /usr/local/squid/var/log/cache ¢iai@ds

#squid —z

8. Wias19lndA€atn squid.sh 13 /root iialdluns start / stop squid

#cd /root/
#ee squid.sh

WiRnsidiamnumnandaslululug (w3eul37%udTu cdrom /edrom/proxy/config/squid.sh)

#!/bin/sh

case "$1" in

start)

if [ -f /usr/local/squid/bin/RunCache ]; then
echo -n 'starting Squid ..."
(/usr/local/squid/bin/RunCache &)

fi

stop)

kill -9 "ps ax | grep RunCache | awk {print $1}";

/usr/local/squid/sbin/squid -k shutdown;

")

echo "squid.sh stop|start"
esac

exit 0

&4 a o v v o a . . g & o . v & o v
ilafufiadand1Wivinn1s save wariufau permission ‘1Wd iwald shell script @il ireulé

#chmod 755 squid.sh

unrsi3anldonu Wiieeil
#cd /root/
#./squid.sh stop
Wia stop squid process
#./squid.sh start
Wi start squid process

TR
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9. #i squid ¥eu

#cd
#squid.sh start

D . . & 4 o f ¥ . ¥
10. Tiilu ng wae firewall sialud wWalignainaaiuisald internet 16

#ipfw add 1301 fwd 192.168.15.254,8080 tcp from 192.168.15.0/24 to any 80,ftp in via rl0

¥ . v _a s ¥ v o o _ & o .
11. ansldpSasgnainatdindunasiiting walddrdosaluiinsraaaunisiioruuas Squid

#tail -f /usr/local/squid/var/logs/access.log

12. winfinsudladn config wae squid W@ desialudidials squid ¥rsruaiunis
config @1Tuu

#/usr/local/squid/sbin/squid —k reconfig

%an config AnuGIat9fiadaE10INELRN 5 W Aa
1. /Just/local/squid/etc/passwd  giasfimsia Tiswnsu Apache aliiaursald@rdeadne
Fag o uduinaswian password

#htpasswd —cb /usr/local/squid/etc/passwd username1  password1 #%3a
#htpasswd —b /usr/local/squid/etc/passwd username2  password?2

2. /usr/local/squid/etc/bansites.txt Wusradanuiistludanisivignaineding

3. /usr/local/squid/etc/block.txt WAusredanuiiisailasiunisidinde

4. Jusr/local/squid/etc/ita.txt WAusedanuiisiaunyratidniunan

5. /usr/local/squid/etc/delaylists.txt WAusradanuiiisadasnistivuaainu$lunis

v < < o
viinguiaalnusilunisanilnan

a3191W8& /root/rotate_and_keep_proxy_log \ialfifiu log Aisnaunsaaiuiuiale

#/bin/sh
day="date '+%Y%m%d"
if [ -f /root/logs/access.log.cache.${day} ]; then
exit 0
fi
squid -k rotate
cat /usr/local/squid/var/logs/access.log.0 | awk {print $1 " " $3 " " $8 " " $6 " " $7} | \
perl -pe 's/N\d+\.\d+/localtime($&)/e;' > /root/logs/access.log.cache.${day}
gzip /root/logs/access.log.cache.${day}

#5119 Directory /root/logs tfiatfiu log ‘TWduanifusiaiu

#mkdir /root/logs
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WIS /usrlocal/squid/etc/squid.conf wiinussvia sialuiidinly

lodfile_rotate 1

P o . & o v . . a oo .
Tunily /etc/crontab tnussiasialudidinlugruasgasiaanuasduiidae)

0 0 * * * root /root/rotate_and_keep_proxy_log

wWald squid Suadie log IndTnaidlus ey
o gangdiagnisadiesiasunuugriuuled TWigranaisnisfineeTuswnsn Sarg

DHCP Server

Dynamic Host Configuration Protocol tflu protocol #%4%Tun1s81uua IP address 1#fu
qﬂnsaiu%amf}amauﬁ‘ama%"iul,ﬂ%‘asthml,uu dynamic Fonnsfivun IP Address wuu dynamic i
aunsainiainiasmauiinnaderldsu IP address funnsnefululunsarafofiidandandoiniacing
el DHCP Aflaarunsaniinuea IP Address wuu static IP address ‘léivduriu

192.168.15.1
Client 1

&

192.168.15.2
Client 2

Proxy Server

dunaun1sanee

unrsiindail 1s1azvinns@indosinu ports was FreeBSD Taadnindoliiae copy W
f63distfiles.tar.gz a7nuwu CD Alvivinn1s copy ‘lwd f63distfiles.tar.gz anuwu CD AaFauli lufu
157 Jusr/ports/distfiles/ waziiia copy 13uufaaudy Sedasuanlnd denainaanun il

#cd /usr/ports/distfiles/
#mount /cdrom

#cp /cdrom/f63distfiles.tar.gz ./
#umount /cdrom

#tar -zxvf f63distfiles.tar.gz
#rm f63distfiles.tar.gz

1. Widinlu# ports was DHCP waavinn1séines

#cd /usr/ports/netisc-dhcp3-server/
#make ; make install
#rehash

TR
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Tunis@iasuilalia Dialog au n1séinag Tvina tab un#l OK w&23s Enter iiakionusia

2. \ilafndoaSatiudlaulng /usr/local/etc/dhepd.conf

#ee /usr/local/etc/dhcpd.conf

P a v . X ¥ a g . . ¥
3. Wuiudiamausialuiilulug dhepd.conf (Taadnsdenisiansiaainguindadinadiuu)

option domain-name “intra.net”;

option domain-name-servers 192.168.15.254;
default-lease-time 86400;

max-lease-time 172800;

authoritative;

ddns-update-style ad-hoc;

log-facility local7;

subnet 192.168.15.0 netmask 255.255.255.0{
range 192.168.15.100 192.168.15.200;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.15.255;
option routers 192.168.15.254;

4. wangiaon1s Fix IP address Tiffumaufiiinasgnainaiasaslaisngiasnsiu MAC Address

a 4 & o a  a % o . . X o
2ad LAN Card wiagmanfiinasiaiadtu s iindaainuadiasadnosialuidinlululug
dhcpd.conf 638l Laiu

host r31119c01{
hardware ethernet 00:14:85:52:f3:d2;
fixed-address 192.168.15.10;

5. 1% DHCP server #1914

#dhcpd -cf /usr/local/etc/dhcpd.conf -If /var/db/dhcpd/dhcpd.leases

6. Wiinussvinsialuidlulug /etc/re.conf tiial DHCP #insnunnafedl boot 1p3aslnai

dhcpd_enable="YES" # dhcpd enabled?
dhcpd_flags="-q" # command option(s)
dhcpd_conf="/usr/local/etc/dhcpd.conf" # configuration file
dhcpd_ifaces="rl1" # ethernet interface(s)
dhcpd_withumask="022" # file creation mask

¥ . ) . & P i PRI v . v o
7. ¥INRNIAGI9Y ANEa1l uinieSasgnainafiidausiaiu switch Aazleisu IP Address
Toadnluldd sIudemn subnet mask , DNS waldlunsidausadunaiidnsialy
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