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USuusieszuuliiAns FreeBSD nagn1s Compile Kernel

\WNeAnAeszuULfTRng FreeBSD 1634 tnatnfudasnazlsl GENERIC kerel 4 FreeBSD
G £ % 2’/ Y o o o U %
wisen 1315 Tnel GENERIC Kernel Wuaz¥an Hardware auwaunan vl Server 199135ia9m9ad01
oA a @ a A ooy Y o o

Hardware 911Asas Server aaaisiazlsting idenaanlunns boot szuu Anadaslduiaamauanuanlu
N1INNUFINAIINBANAT LT1ENN130NINT Compile Kernel s lsfwisnzansy Hardware 22951160

lun1s Compile Kemel luumilazifluiieanisiinadnaiusaliiussuudfjifnas FreeBSD
THanunsan1enuilu Gateway 1L Network gagaaasnsiuaali FreeBSD server aaatsinuiiniiilu
NAT (Network Address Translation) Las Firewall

AUADUNIG Compile Kernel

1. \lenauinsu idaen src WWuaq 1Hend1Ufiy GENERIC Kerel w@q%i1nns copy

GENERIC Kernel {1 @9 Kernel 9941317 113 GATEWAY , PROXY a4 Juinihsnazldda PROXY

#cd /usr/src/sys/i386/conf
#cp GERNERIC PROXY

2. P792481 CPU 284t5191 L1 Class 1o Iaelda4s

#dmesg | grep CPU

AL lFLARNEAINN 1A 686-class CPU

proxy# dmesg | grep CPU
Intel(R) Celeron(R) CPU 2.88GHz (28H89.11-MHz 686-class CPU)
<ACPI CPU>» on acpi@
i_throttleBd: <ACPI CPU Throttling> on cpuB

Intel(R) Celeron(R) CPU 2.88GHz (2889.71-MHz 686-class CPU)
<ACPI CPU> on acpi@
<{ACPI CPU Throttling> on cpuB

3. Wanagael CPU wanlmisninnisudlalng Kemel 184131

#ee PROXY

4. uld PROXY Viuila ussvinsialuil

NauLN b WRIWA b
machine 1386 machine i386
cpu 1486_CPU #cpu 1486_CPU
cpu 1586_CPU #cpu 1586_CPU
cpu 1686_CPU cpu 1686_CPU
ident GENERIC ident PROXY

o a
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5. WlWdimaaiu Wievinniaiiia options 519 <) sialiil ieu options 1NN aguda el
Kernel 289431 711911Lil1 NAT wae Firewall 393979 LS options QUOTA e l#isndnunsaannisanin

dﬁl dl U £ o
auaNuUn 19 user T server TiaumniAann Tunnauaq

options IPFIREWALL

options IPFIREWALL_FORWARD

options IPFIREWALL_DEFAULT_TO_ACCEPT
options IPFIREWALL_VERBOSE

options IPFIREWALL_VERBOSE_LIMIT=120
options IPDIVERT

6. 111n13 Save WAlaen1snm Ctl + C wdaWNN exit Wia2aNN7 prompt 284 FLLLNAIRNN

Jul¥Minns config Kernel T ldudlauga TnelfAndasail

#config PROXY

o

alfnasiail

Kernel build directory is ../compile/PROXY
Don't forget to do “make cleandepend; make depend’

7. Whandldnnnis compile kernel wazinga TneldAn&s

#cd ../compile/PROXY
#make cleandepend ; make depend

#make ; make install clean

8. 1 3191n13 reboot szuL v

#reboot

= ¥ o c.I/ ' a’l’ @ v o
viznanaaz Mandere luunuils &unm —r = reboot , -p = power off
#shutdown —r now

9. MPIAFDUTLLIN boot sagl Kernel Tnisiida PROXY vizalu

#uname —a
Fovldnandne 7 wuui
FreeBSD proxy.intra.net 6.3-RELEASE FreeBSD 6.3-REL EASE #0: Thu Apr
2514:04:19 ICT 2008
root@proxy.intra.net:/usr/src/sys/i386/compile/ PROXY i386
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anurilian e Kernel 1113989500139 NAT wa Firewall Wan wh Server azsialainnanuiily NAT
uaz Firewall aundna1azconfig 1 server Maumaiasadng

WH31711n13 config AFNg 7 el TWWE /ete/re.conf iGN

#ee /etc/rc.conf

WNUIsimsellil

firewall_enable="YES”
firewall_type="OPEN"
firewall_quite="YES”
natd_enable="YES”"
natd_interface="rl0"
natd_flags="-s —u -m”

WNELUR : 10 AR LAN Card N6aAL internet

2
a

Tnafasdussintag fuuululne fetc/rc.conf nauntihi

gateway_enable="YES”

A g9 o v A o v -
Wwalil server 189191 MnTLTu gateway 18N network 1mfﬂmmuyim

117 reboot server anA3a wanlviaasldAn&s

#ipfw show

dll o 4 ) S 9 dll , |
WBRATIRARUNITNT NAT €9 Firewall %mﬂ‘mnﬂ package 7 111 - 28N LATANGNTNE NTUNIN

NAT Server sinills F9azlpnamansiiuil

00050 505 57856 divert 8668 ip from any to any vi arlo
00100 12 1008 allow ip from any to any via lo0

00200 O Odenyip fromanyto 127.0.0.0/8

00300 O Odenyipfrom 127.0.0.0/8 to any

65000 639 77505 allow ip from any to any

65535 0 O allow ip from any to any

[

waldnlalunnsnn NAT duazeeiuneisBNeail
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192.168.0.1

Router

192.168.0.2

192.168.15.254

192.168.15.2
Client 2
Proxy Server

o

Gl ' % & A o ¥ Agl/
angtluandieadnesinuuu e /etc/re.conf azlidnuuzAdne Al

gateway_enable="YES"
hostname="proxy.intra.net"
ifconfig_rlO ="inet 192.168.0.2 netmask 255.255.255.0"

ifconfig_rll ="inet 192.168.15.254 netmask 255.255.255.0”

Mgl 110 A8 LAN Card luuwsn Aldsalisaedadting internet 914 ri1 114 azi{li LAN Card Aisiariy
LA39318NNe lUYR9L3Y 9NN Card LAN 229131189 Realtek azlsild@a rl Ineanaaziilusiadis 1
aadldadssialiil nsasaug

#ifconfig  axlinandne o uuuil

dero# ifconfig

IncB: flags=188843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1584
inet 172.28.5.11 netmask BxffffBB0B8 broadcast 172.28.255.255
inetb feBB::28c:29ff:fed?:aBdB8%1nchA prefixlen 64 =copeid Bx1
ether BA:8c:29:47:a8:d8

Incl: flags=188843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1588
inet 192.168.108.254 netmask BxffffffBA broadcast 192, 168. 188,255

\ inetb fe8B::28c:29ff:fed7:aBe?%1lncl prefixlen 64 =copeid Hx2?

ether ABB:8c:29:d7:aB:e2

plipBA: flags=188818<POINTOPOINT,SIMPLEX,MULTICAST> mtu 15084

loB: flags=8849<UP,LOOPBACK, RUNNING, HULTICAST> mtu 16384
inet 127.8.8.1 netmask BxffBBO0EOAA
inetb ::1 prefixlen 128
inet6 feBB::1%1o8 prefixlen 64 scopeid Bx4
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Finaeinagiia Card LAN Awuléiin wiu

de  # DEC/Intel DC21x4x (“Tulip”)

em  # Intel PRO/1000 adapter Gigabit Ethernet Card (“Wiseman”)
txp # 3Com 3cR990 (“Typhoon”)

vx  # 3Com 3¢590, 3¢595 (“Vortex”)

dc  # DEC/Intel 21143 and various workalikes

fxp # Intel EtherExpress PRO/100B (82557, 82558)
pcn  #AMD Am79C97x PCI 10/100 NICs

rl # RealTek 8129/8139

sf  # Adaptec AIC-6915 (“Starfire”)

sis  # Silicon Integrated Systems SiS 900/SiS 7016
ste # Sundance ST201 (D-Link DFE-550TX)

tl  # Texas Instruments ThunderLAN

tx  # SMC EtherPower Il (83c170 “EPIC")

vr  # VIA Rhine, Rhine Il

wb  # Winbond W89C840F

xI  # 3Com 3c90x (“Boomerang”,"Cyclone”)

bge # Broadcom BCM570x (“Tigon I11")

DHCP Server
Dynamic Host Configuration Protocol lu protocol 4 lun13n1vus IP address ﬁlﬁﬁ‘l_lfqﬂﬂ‘a‘ﬂi
4 A o a4 o4 o X e A
WiraLATagARNNaLAasluATaTNaLLY dynamic TN19nnuUe IP Address WUl dynamic # ginsnivzae
LAFadPaNNamafar A5y IP address Awanm1aiulllulAaz AN maNAeN1SaLATeYNY WH DHCP A

#1170 UUA [P Address WL static IP address AL

192.168.0.1

Proxy Server

AUADUNITAARY
TunnsRmsedl 19192NINNTRAFIENY ports 289 FreeBSD  Taadnunndeludine copy W&
f63distfiles.tar.gz aMnutu CD AMNN1T copy N4 f63distfiles.tar.gz aanueiu CD Mmsanli liulsn

Jusr/ports/distfiles/ waziiia copy Favfaauda AsAaauwan g Aenainaanun Al

#cd /usr/ports/distfiles/

#mount /cdrom

#cp /cdrom/f63distfiles.tar.gz .
#umount /cdrom
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#tar -zxvf f63distfiles.tar.gz
#rm f63distfiles.tar.gz

1. WA U7 ports 289 DHCP u@avinn1sinms

#cd /usr/ports/net/isc-dhcp3-server/
#make ; make install
#rehash

lun1siafaiieLiin Dialog a3 NN3AMFS 19ANA tab W17 OK WAIA4 Enter 1BRN9N1AD

2. \Wasasaadaliuilalng usrlocal/etc/dnepd.conf

#ee /usr/local/etc/dhcpd.conf

3. iisindanuse B lWIWE dhepd.conf (Tnadnedansdansiaangiliasatnafinuuw)

option domain-name “intra.net”;

option domain-name-servers 192.168.15.254;
default-lease-time 86400;

max-lease-time 172800;

authoritative;

ddns-update-style ad-hoc;

log-facility local7;

subnet 192.168.15.0 netmask 255.255.255.0{
range 192.168.15.100 192.168.15.200;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.15.255;
option routers  192.168.15.254;

4. WNFBINTT Fix IP address liiuAaxiamaigninaeieslagfemsy MAC Address 284
LAN Card 284manfiainasfiazasiy THsidndaninuadrasaetasallidn 1l lulnWe dhepd.conf dae

Eih)

host r31119c01{
hardware ethernet 00:14:85:52:f3:d2;
fixed-address 192.168.15.10;

5. 1% DHCP server 19114

#dhcpd —q &
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v
o

6. Winuussinsia lUilulng /etc/rc.conf 1ivalsl DHCP ving1unnAfsi boot wAgadlus

dhcpd_enable="YES" # dhcpd enabled?

dhcpd_flags="-g" # command option(s)
dhcpd_conf="/usr/local/etc/dhcpd.conf" # configura tion file
dhcpd_ifaces="rI1" # ethernet interface(s)

dhcpd_withumask="022" # file creation mask

N o . X < LA C e . & vo
7. UINPRNATANT ATNAIBENU YNLATNGNUNENLTRNABNL switch ﬂ%im‘u IP Address Inl

MNP 79uD9AN subnet mask , DNS el lunsdansadumnasidinsall

Proxy Server #5a Cache Server

Proxy server Af server ﬁﬁuﬂgmaﬂmﬁwdw workstation 1l Internet ﬁﬁﬁﬁﬁ‘ﬁllﬂu web
caching i proxy server a1aazidufaifeaiu gateway server Frwthfuaniesetnannelusadnsann
\ATRTNENNEIuaN

Tlsunsuildlunnain caching Aeldsunsn Squid (http:/Avww.squid-cache.org)

N9AARMI Squid-Cache

1. W¥nns copy & squid-2.6.STABLE18.tar.gz a1nuiy CD 11138 Directory /tmp

#cd /tmp

#mount /cdrom

#cp /cdrom/proxy/squid-2.6.STABLE18.tar.gz ./
#umount /cdrom

2. Wumn a7 copy 111N CD wasyinnIRARa Fail

#tar -zxvf squid-2.6.STABLE18.tar.gz

#cd squid-2.6.STABLE18

#./configure -—prefix=/usr/local/squid —enable-rem oval-policies=heap
--enable-delay-pools -—enable-snmp —enable-arp-acl
--enable-basic-auth-helpers="NCSA"

#make all ; make install

#rehash

3. 6519 logs WdNaldlun 91 log nsdngrumeAsesgnane

#cd /usr/local/squid/var/logs/
#touch access.log

#touch store.log

#touch cache.log

#chmod 777 *.log
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4. 6513 Directory 1Hifiuausing - Nvpsasgnanedaligun

#cd /usr/local/squid/var/
#mkdir cache
#chmod -R 777 cache

5. uitla config Induasllsunsa squid

#cd /usr/local/squid/etc/
#ee squid.conf

TneTuilaussinsielus (Aumiasing 9 gainlWdsaetia)
19991A http_port 3128 (Usvannuussind 930)

Tunlalu http_port 8080

19391m # cache_dir ufs /usr/local/squid/var/cache 100 16 256 % COpPyAINN an 1 urviALda

Aquiduy cache_dir ufs /usr/local/squid/var/cache 4096 16 256

dsussiaselUiiel cache Hulsy@nanmannin
memory_replacement_policy heap GDSF
cache_replacement_policy heap GDSF
aussnselUiliielst szuuanu Username nﬂﬂ%ﬁﬁﬂ%@um‘ﬂiﬂm
auth_param basic program /usr/local/squid/libexec/ncsa_auth /usr/local/squid/etc/passwd
auth_param basic children 5
auth_param basic realm Some School proxy-caching web server
auth_param basic credentialsttl 1 hours

auth_param basic casesensitive off

inssvinse Uil proxy D14 username password mnm‘?ingﬂﬂwﬁﬁﬁmmnm‘?‘mm‘ﬁ'
YU
acl auth_users proxy_auth REQUIRED
acl schoolnet src 192.168.15.0/255.255.255.0

acl bansites url_regex "/usr/local/squid/etc/bansites.txt"
http_access deny bansites

deny_info http://192.168.15.254/bansites.html bansites

Anindnesnisuazmatuladiansaume NMANYNABITAYNIZUASATREFEN




acl block url_regex "/usr/local/squid/etc/block.txt"

http_access deny block all

acl worktime time SMTWHFA 08:30-12:00 13:00-16:45
acl LTA url_regex "/usr/local/squid/etc/Ita.txt"
http_access allow !worktime LTA

http_access deny worktime LTA

P P Sy o o TR s e uy
@QH‘I’ILWNLW@T\M‘%UUH@NIM user ‘V]SL'& password gﬂmmmﬂmm@mmnumim
http_access allow radius-auth

http_access allow schoolnet

##delay-pools##

acl my_local url_regex -i 192.168.15.

acl my_unlimit time SMTWHFA 08:00-18:00

acl my_download url_regex "/usr/local/squid/etc/delaylists.txt"
delay_pools 2

delay_class 1 2

delay_parameters 1 -1/-1 -1/-1

delay_access 1 allow my_local

delay_access 1 allow Imy_unlimit

delay_access 1 deny my_unlimit

delay_class 2 2

delay_parameters 2 512000/512000 20000/20000
delay_access 2 allow my_download

nRaanTliminng save 4 ientause

6. aflaneainniaiudeyares squid

#cd /usr/local/squid/sbin/
#./squid —z
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7. 8919 squid N1n9u

#/usr/local/squid/bin/RunCache &

8. Wi ng) 224 firewall slallil ielvignanaanunsald internet 14

ipfw add 1301 fwd 192.168.15.254,8080 tcp from 192. 168.15.0/24 to any
80,ftp in via rl0

9. aasldipsesgnanadndwnesidag udqldAdesalilingaaaunisineiuaes Squid Proxy

#tail -f /usr/local/squid/var/logs/access.log

10. wndnsuilaAn config 284 squid T ldAdesaluiiiielsd squid inearumInnng config An

Tnyd

#/usr/local/squid/sbin/squid —k reconfig

11, 1nAuazaanlun1g@anld squid an directory laile

#cd /usr/sbin/
# In -s /usr/local/squid/sbin/squid squid
# rehash

12. W squid 1eunnaisnidlawezas uazinewily Transparent Proxy tnenasidnlouflalng

Jetc/re.local AuWdamumalliagld(Adeannds 7 waz 8)

ipfw add 1301 fwd 192.168.15.254,8080 tcp from 192. 168.15.0/24 to any
80,ftp in via rl0
wsr/local/squid/bin/RunCache &

v ¥

dl a o o a
13. N19 clear cache 194 proxy TANUWADLANY

WaFalndnTadn squid.sh 18l /root Wiialdlunns start / stop squid

#cd /root/
#ee squid.sh

Tinudam e taslilulng
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#l/bin/sh

case "$1"in

start)

if [ -f /usr/local/squid/bin/RunCache ]; then
echo -n 'starting Squid ...’
(/usr/local/squid/bin/RunCache &)

fi

gtop)
kill -9 “ps ax | grep RunCache | awk {print $1}";
/usr/local/squid/sbin/squid -k shutdown;

*

echo "squid.sh stop|start"
esac
exit 0

dll a c @ 2 v o r-:i . . o dll % . o ;{‘ o 2
WanNuWLaTauia l9inn1g save uazllagu permission g el shell script M Ml

#chmod 755 squid.sh

o

Tun13Eenldan Tnnsedl

#cd /root/
#./squid.sh stop

e stop squid process
#./squid.sh start
\a start squid process

WN config AANGatnaAasasslnsLin 5 Tud fe
1. Jusr/local/squid/etc/passwd Faafasa IWsunsy Apache Walanunsnldfdeaiede
glfeuBumainian password
#htpasswd —cb /usr/local/squid/etc/passwd usernamel password1 138
#htpasswd —b /usr/local/squid/etc/passwd username2 password?2
2. Jusr/local/squid/etc/bansites.txt Lﬁmm%Lquﬁm”l,sifé”mnw‘lﬁzgﬂﬂmLiﬁ@
Jusr/local/squid/etc/block.txt Fumgdanuiistlesiunindngs

Jusr/local/squidfetc/ita.txt  Wiusedaruieayye liddunan

&

Jusr/local/squid/etc/delaylists.txt WuTedenunisfeanisnivuaninuialunig

o

¥ = <
Lm@m@mmmium@mm"imm
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4519104 /root/rotate_and_keep_proxy_log tialdifiu log Ma1anunsnauduaan e

Imeifl script A9t (9 UT3IA)

1 #!/bin/sh

2 day="date '+%Y%m%d"

3 if [ -f Iroot/logs/access.log.cache.${day} ]; the n

4  exit 0

5 fi

6 squid -k rotate

7 cat /usr/local/squid/var/logs/access.log. 0 | awk ‘{print $1 " " s$3
mrgg m mse SN

8 perl -pe 's/Md+\.\d+/localtime($&)/e;' >
root/logs/access.log.cache.${day}

9 gzip /root/logs/access.log.cache.${day}

@514 Directory /root/logs ieLfiu log WAk nidusedu

#mkdir /root/logs

Wna /usrlocal/squid/ete/squid.conf 1Ny sialiidnll

logfile_rotate 1
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