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Proxy Server :: Squid Authen with FreeRadius Server
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fac FreeRadius

# cd /usr/ports/net/freeradius

# make ; make install clean

# rehash

WiNus59ie radiusd_enable="YES” uw'lW& /etc/rc.conf
&519 log files 1Ay FreeRadius

# cd /var/log

# mkdir radacct

# touch radius.log radutmp radwtmp

# chmod 700 radacct
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# chmod 644 radius.log radwtmp

# chmod 600 radutmp

# chown radiusd:radiusd radacct radius.log radutmp radwtmp
asadauin FreeBSD Service ddn Radius 137 port vaneula

# cat services | grep radius

NadWEAINAIRIE LY wudn oy port 1812

# IMPORTANT NOTE: Ports  1645/1646 are the traditional radius ports used by
#radius 1645/udp #RADIUS authentication protocol (old)
radius 1812/udp #RADIUS authentication protocol (IANA sanctio ned)

d15a91uWa .conf Wonua'linau (fuwain)

# cd /usr/local/etc/raddb/

# foreach file ( "Is -l | grep .conf | awk '{print $9}"" )
foreach? cp $file $file.sample

foreach? end

wA'la' W& config Au v
# ee /usr/local/etc/raddb/sql.conf

wiladiayaluussiaealyil vWal radius ghunsaiausia MySQL ‘16 walduiin

server = "localhost"
login = "root"
password = "rootpass"”

# ee /[usr/local/etc/raddb/radiusd.conf

port = 1812

AV3naving Ma Tugiuse 9 davlidnaisdadl

authorize {
preprocess
chap
mschap
#counter
#attr_filter
#eap
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suffix

sql

#files
#etc_smbpasswd

}

authenticate {
authtype PAP {
pap

authtype CHAP {
chap

}

authtype MS-CHAP{
mschap

}

#pam
#unix
#authtype LDAP {
# Idap
#}
}

preacct {
preprocess
suffix
#files

}

accounting {
acct_unique
detail
#counter
unix
sql
radutmp
#sradutmp

}

session {
radutmp
}

w3angutiaya MySQL wiasassu FreeRadius
# mysqgl -u root —p

mysql> create database radius;

mysql> \q

#vansvlugiudaya

# mysqgl -u root -p radius < /usr/local/share/doc/freeradius/examples/mysql.sql
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naaav insert dayatdinseuy
# mysgl -u root -p

mysql> connect radius;

mysql> insert into radcheck(username,attribute,value) values('testl','User-Password','test1");

mysql> select * from radcheck;

| id | UserName | Attribute | op | Value |
+----t + +---t +
| 1|testl |User-Password|==]testl |

+.
1

1 row in set (0.00 sec)

mysql> \q

TIP : i5&1un5aAviue Attribute ‘lduarauuusaaliacng

Cleartext-Password , User-Password , MD5-Password

B — + B — +
| id | UserName | Attribute | op | Value |
B — + B +
| 1|testl | User-Password |==]testl |

| 2|boy | Cleartext-Password | := | 12345 |
| 3]girl | MD5-Password | :=827cchb Oeea8a706c4c34a16891f84e7b |

+. +
1 1

3 rows in set (0.00 sec)

+.
1

ANNAIaLN
user testl azdl password Aa testl
user boy agil password #a 12345

user girl azfi password #a 12345 (vinswauuu mds) Taaldrrdosuanot

mysgl>insert into radcheck(username,attribute,op,va lue)
values('girl','MD5-Password',":=",md5('12345"));

&4 radius vinou

# [usr/local/etc/rc.d/radiusd start
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nagau radius

# radtest testl testl localhost 1812 testing123

Sending Access-Request of id 160 to 127.0.0.1 port 1812
User-Name = "test1"
User-Password = "test1"
NAS-IP-Address = 255.255.255.255
NAS-Port = 1812
rad_recv: Access-Accept packet from host 127.0.0.1: 1812, id=160, length=20

nuaans § Access-Accept uaavin user authen 1auan

1513814 Squid Cache: Version 2.6.STABLE18 fi9sa9iunis Authen ée Radius

g euAulwe squid-2.6.STABLE18.tar.gz '13%u f80distfiles.tar éadaiiulyi copy an
Jusr/ports/distfiles 11137 /tmp

# cp /[usr/ports/distfiles/squid-2.6.STABLE18.tar.gz /tmp/
Budinda Squid

#cd /tmp

# tar -zxvf squid-2.6.STABLE18.tar.gz

# cd squid-2.6.STABLE18

# ./configure --prefix=/usr/local/squid --enable-removal-policies=heap --enable-delay-pools
--enable-snmp --enable-arp-acl --enable-basic-auth-helpers=squid_radius_auth

# make all

# make install

#cd Jusr/sbin/
#In -s /usr/local/squid/sbin/squid squid

#rehash

# cd /usr/local/squid/var/logs/
# touch access.log store.log cache.log

# chmod 777 *.log
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# cd /Jusr/local/squid/var/

# mkdir cache

# chmod -R 777 cache

# cd /usr/local/squid/etc/

851919W& squid_radius_auth.conf wialdfiifansiadu radius server

#ee squid_radius_auth.conf

server localhost
secret testing123

wA'la config 29 squid wAlumANBNa UG (VInaaaussiaTaalssnalndidasnadiiiu)

# ee squid.conf

280

281
282
283
284

auth_param basic program /ust/local/squid/libe

Jusr/local/squid/etc/squid_radius_auth.conf

auth_param basic children 20

auth_param basic realm ITC Web Access Authen.
auth_param basic credentialsttl 2 hours
auth_param basic casesensitive off

xec/squid_radius_auth -f

More Info Tel.3201,3220

598
599

acl radius-auth proxy_auth REQUIRED
acl itc src 172.28.10.0/255.255.255.0

639
640

http_access allow radius-auth
http_access allow itc

| 1654 memory_replacement_policy heap GDSF

| 1696 cache_replacement_policy heap GDSF

TuinWa udrndu'lad root

# cd

&519 cache

# squid -z
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8519104 script wia'l3dv start/stop squid

# ee squid.sh

#!/bin/sh

case "$1"in

start)

if [ -f /usr/local/squid/bin/RunCache ]; then
echo -n 'starting Squid ..."
(/usr/local/squid/bin/RunCache &)

fi

;top)

kill -9 “ps ax | grep RunCache | awk ‘{print $1}";
lusr/local/squid/sbin/squid -k shutdown;

*)
echo "squid.sh stop|start"
ésac

exit 0

ufin'lwduduldau mode 19 script vinou'lé
# chmod +x squid.sh

unsianlderu Wivingedl

# cd /root/

#./squid.sh stop

\fia stop squid process

#./squid.sh start

wia start squid process

mwinfinmsuAlaindnlulwe /usr/local/squid/etc/squid.conf ildiddasia’luil ialv
squid vinerueuiitsn config Livudinlal

# squid —k reconfig

ashinge ezRadius wialflu Radius User Manager

Auiaule ualWa ezradius-comm-0.2.1.tar.gz 1Aulilu f80distfiles.tar uan susa
copy ‘luTdeu'léian

# cd /usr/local/www/apache22/data/
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# cp /[usr/ports/distfiles/ezradius-comm-0.2.1.tar.gz ./

# tar -zxvf ezradius-comm-0.2.1.tar.gz
# mv ezradius-comm ezradius

# chown -R www:www ezradius

aavtile L'l http://proxy_ip_address/ezradius
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